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Introduction

FileAudit monitors access or access attempts to sensitive files and folders on Microsoft Windows servers.
FileAudit allows you to proactively track, audit, report and alert on all access to files and folders on your file servers.
Agentless and non-intrusive, you can remotely audit your servers without installing anything on them.

The ‘FileAudit Getting Started Guide’ is designed to provide step by step installation instructions and configuration for
the main features. The goal is to quickly get comfortable with the console and basic FileAudit concepts. Additional

features are fully described into the software help file.

If you run into issues or questions during your evaluation, installation or migration, we invite you to contact our Technical
Support Team.
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1. Install FileAudit

The FileAudit installation package (FileAudit-Setup.exe) is available here.
The English and French language versions are identical and are compatible with 32- and 64-bit platforms.

FileAudit supports the following operating systems for Audit service installation (as for Console installation):
= Windows 10
= Windows 8
= Windows 2012 R2 Server
= Windows 2012 Server
= Windows 7
= Windows 2008 R2 Server
= Windows 2008 Server
= Windows Vista
= Windows 2003 Server
= Windows XP

The .Net Framework 4 is required for installation.

Installation of FileAudit on the system to be audited is not mandatory. Any machine meeting the system requirements
can be used as a remote host for FileAudit, and the system to be remotely audited requires no further installations.

FileAudit will store all detected events in a database. FileAudit supports the following database systems:
= Microsoft Access database file (mdb)
= Microsoft SQL Express 2005/2008/2008 R2
= Microsoft SQL Server 2005/2008/2008 R2/2012

The FileAudit package also provides a free Microsoft Access database facility.

To launch the FileAudit installation process, run FileAudit_x86.exe using an administrator account:

- Welcome to the InstallShield Wizard for
P to Install...
reparing to Fi it

FileAudit Setup is preparing the InstallShield Wizard, which will
guide you through the program setup process. Flease wait.

The InstallShield(R) Wizard will install FileAudit on your
computer. To continue, dick MNext.

Decompressing: FileAudit. msi

|

WARNING: This program is protected by copyright law and
international treaties.

<gack [ Nexts ] [ Cancel
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License Agreement

Pleaze read the following license agreement carefully,

READ THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT
CAREFULLY, THEN CLICK "YES™ OR "NO."

THE COMPUTER SOFTWARE, AND THE ACCOMPANYING USER
DOCUMENTATION (COLLECTIVELY, THE "PROGRAM") ARE COPYRIGHTED AMD
LICENSED (NOT SOLD).

BY CLICKING "YES", YOU ARE ACCEPTING AND AGREEING TO THE TERMS OF
THIS LICENSE AGREEMENT.

IF YOU ARE NOT WILLING TO BE BOUND BY THE TERMS OF THIS LICENSE

@1 accept the terms in the license agreement!
() 1 do not accept the terms in the license agreement

Installshield

[ o<ex |

Customer Information

Please enter your information,

User Name:
IWlndcws User

Organization:

ICampany name

Installshield

[ <msde || mea> || concel |

Carefully read and accept the End User License Agreement,

and click ‘Next >'.

Destination Folder
Click Mext to install to this folder, or didk Change to install to a di

w Install FileAudit to:
C:YProgram Files (x86)\ISDedsions\FileAudit),

Installshield

[ <Bak | Hextx [ cancel

Enter your customer references and click ‘Next >".

Setup Type

Chooge the setup type that best suits your needs.

Please select 3 setup type.

All program features will be installed, (Requires the most disk
space.)

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

InstallShield

[ <Back ][ mext> [[ cancel |

The installation folder can be changed if required

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Installshield

Click ‘Install’ to begin FileAudit installation.

Keep the ‘Complete’ box checked and click ‘Next >'.

~ InstaliShield Wizard Completed

The Installshield Wizard has successfully installed FileAudit.
Click Finish to exit the wizard.

[#] Launch FileAudit

FileAudit has been successfully installed.
Click ‘Finish’.
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2. Configure your first audit path and define an alert on it

2.1. Configure your first audit path.

Launch FileAudit.

@ FileAudit (WKS-ADMINO1) _ox
Connected to
FileAudit B Wi Aonmor
Change
Audit Access Tools

Audit configuration

Scheduled reports

Event Cleaner O

audited machine(s) warning(s)

| Cann ‘\‘
ot
4 | 2l
=

FileAudit Hub
You will find 3 main tile groups:

= Audit: Tiles allowing you to configure your audit and alerts.

= Access: Tiles displaying the File Access Viewer’ and the 'Statistics’ view.

= Tools: Tiles customizing FileAudit settings, scheduling automatic reports, cleaning database and accessing
the help file.

The additional ‘Connect’ button at the top right hand corner allows you to remotely connect to another system
running the ‘FileAudit service'.
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To set your first path to audit, click the ‘Add a folder tile in the FileAudit hub. Click the '+' button and browse for your
target folder:

@ FileAudit (WKS-ADMINO1)

(© Add a folder

Folder selection

Browse for the folder you want FileAudit to monitor

Browse For Folder

4 M FILESERVERT ~
[ 4 Divers
i om]
> 1) Accounting
. Administrative
. Developers
. Financial
. Hotline
v Marketing
4. Public
. Quality v

v v v v v v v

Make New Folder | | oK %J | Cancel

Having validated your selection, the ‘FileAudit path wizard’ will pop up to guide you through the process of configuring
the folder audit.

@ FileAudit (WKS-ADMINOL) -ox
FileAudit path wizard for \\FILESERVER1\My_Data x
@ Add a fo ‘ d e{ Configure the file/folder for access auditing
Folder selection Welcome to the file/folder audit configuration wizard
Browse for the folder you Pathto audit  \\FILESERVER1\My_Data

FILESERVER1\My_Datg Server FILESERVER1 5

Local path CA\My_Data

Some items need to be configured, please click Next to complete these items.

The object access audit needs to be configured on this server

The NTFS audit needs to be configured on this path

The inheritance of the NTFS Audit settings needs to be enabled on some subfolders of this path.

This server is not yet licensed to be audited by FileAudit

This server is not yet configured to be constantly monitored by FileAudit
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This wizard will display the status of the Audit configuration for the selected folder and highlight any missing
requirements or settings. For each necessary action, you have the choice of completing it automatically (via the wizard)
or manually. We strongly recommend that FileAudit automatic configuration be used for all audit settings.

FileAudit path wizard for \\FILESERVER1\My_Data x FileAudit path wizard for \\FILESERVER1\My_Data x

Configure the fie/folder for access auditing (©) configure the flefolder for access audtng

Welcome to the file/folder audiit configuration wizard Enable the object access audit

Pathtoaudit  \WFILESERVER1\My Data

server FILESERVERL
Autornafically enable the object access audit
onthe server.

Local path CAMy_Data

Some items need to be

The object access audit needs to be configured on this server

‘The NTFS audit needs to be configured on this path

This server is not yet licensed to be aucited by FileAudit

n The inheritance of the NTFS Audit settings needs to be enabled on some subfolders of this path.

This server is not yet configured to be constantly monitored by FileAudit

e | —

(o] cance
List of required actions. Select automatic or manual processing.
FileAudit path wizard for \\FILESERVER1\My_Data x FileAudit path wizard for \\FILESERVER1\My_Data x
@ Configure the fleffolder for access auditng @ Configure the fil/folder for access auditing
Configure the NTFS audit on the file/folder Enable the inheritance of the NTFS Audit settings
LetFileAuit automatically configurethe: icheme
[CNet> "] cance Cancel

FileAudit will optimize the NTFS audit settings. FileAudit checks when the inheritance of the NTFS
Audit settings are disabled and can enable it.

FileAudit path wizard for \\FILESERVER1\My_Data 2 FileAudit path wizard for \\FILESERVER1\My_Data x
(© confioure the fieffolder for access audtng (©) confoure the flefolder foraccess auditng
FileAudit License Schedule FileAudit for this server

Wiill consume a FileAuditlicense for this Constantly monitor the security logof this

Unused Fileudit licenses: i

[CNea> ] cancel

Cancel

The folder host will be added to the ‘Licensed servers' list. Enable real-time event monitoring.
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The folder you have selected is now monitored by FileAudit. All access events will be stored in the FileAudit database.
We invite you to stay on this view as we will begin the next paragraph from here.

@ FileAudit (WKS-ADMINO1) 5 (=S

(© Add a folder

Server FILESERVER1

Local path \\FILESERVER1\My_Data

Actions successfully configured

Object access successfully enabled
NTFS audit successfully configured
Inheritance of the NTFS Audit settings successfully configured

Server successfully licensed

Scan of the security log of the server successfully configured

Take note: There are different ways to select a file/folder path to audit. Additionally to the method previously followed,
you can:

= Launch the console by right-clicking directly on a file or folder in Windows Explorer and select FileAudit in the
‘Context Menu'. In this case, the previous steps are skipped as the file/folder path is directly imported into the

FileAudit Console.

= Display the 'File Access Viewer' and type the target path directly in the ‘Path(s)’ field. You can also find two
buttons in the File Access Viewer' to add a folder or a file.

= Simply use the two tiles ‘Add a folder’ or ‘Add a file’ in the ‘Audit configuration’ section.
Additionally, FileAudit always checks the audit configuration status for every path entered in its different views and
settings, for example in:

= The 'File access viewer’,

= Ascheduled report configuration,

= An alert rule definition.
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2.2. Define an alert on this audited folder.

FileAudit e-mail alerts can be automatically and immediately triggered when specific access events are detected. There
are two types of alerts available: Alerts on single access and alerts on mass access:
= A 'Single access' alert is triggered to notify a predetermined access event corresponding to specific criteria.
The alert is triggered the defined criteria are matched.
= The 'Mass access' alert brings an additional criterion to those available in the 'Single access": the frequency
with which accesses are performed by the same user. This alert is triggered when the tolerated threshold is
reached for a defined period of time.

2.2.1. Single access alert.

Once FileAudit has displayed the results of the audit configuration for your target folder, you can define from here a
‘Single access' alert. You will find on the right-hand side the tile named ‘Add an alert'. Click on it.

@ FileAudit (WKS-ADMINO1) 5 (=S

(© Add a folder

Server FILESERVER1

Local path \\FILESERVER1\My_Data

Actions successfully configured

Object access successfully enabled
NTFS audit successfully configured

Inheritance of the NTFS Audit settings successfully configured

Server successfully licensed

Scan of the security log of the server successfully configured

FileAudit will switch to the ‘Alert’ configuration section for the specific audited folder previously set. In this example, we
will define an alert triggered for a successful deleted event on ‘My_Data’ folder.
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The first 'Main’ tab allows you to define the event that will trigger the E-mail alert. FileAudit can send an alert when the
access has been granted or denied. In our example, we will choose to receive this alert for any attempt of file deletion.
In the 'Status’ field, check the ‘Granted’ and ‘Denied’ box.

Main

Alert name

@ FileAudit (APPSERVERD1)

(© Alert configuration

Delete files from My_Data

Status

Access type

Domain

User

Source

Access filters

| @ Enabled

Denied

9] (select Al
[ Granted
Denied

@ - oelete

Select then the ‘Delete’ access type. Take note that the event is generated for an attempted access. If a user attempts to
delete a file on a monitored folder without sufficient rights, you will be alerted about a '‘Delete’ access event with a

status ‘Denied'.

10

Main \Y%

Alert name

O
-
=
o
©
Q
(9]
s3]
—1
-

Delete files from My_Data

Access filters

Status |Granted, Denied

Access type Delete

[|] (Select All)
Delete

] ownership

[] Permissions
User [ write

[ Execute

Source [ Read

[[] system

[[] write attributes
[ Cther

Domain

coc

@

Enabled
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The final parameters allow for the definition of a specific 'Domain’, ‘User' and/or 'Source' to trigger an alert. The fields
‘Domain’, ‘User' and 'Source' should be kept empty if you want to be alerted for any 'Domain’, ‘User' or 'Source' that
generates an event.

Take note: The 'Source' field allows you to specify the name of the process generating the access attempt when the
file/folder is accessed locally (i.e. on the machine hosting the file/folder) or the IP address of the machine from which

the access has been performed when the access is performed through the network.

The switch at the bottom of the 'Main' tab permits to enable/disable this alert.

@ FileAudit (APPSERVERD1) -ox

(© Alert configuration

@ - Delete

Main

Alert name

Delete files from My_Data 0 Enabled -

Access filters

Status Granted, Denied
Access type Delete

Domain

User

Source

The ‘Monitored paths’ section is already defined as we created this alert just after having set the audit on the path. This
‘Alert’ will be sent if any user successfully deletes a file or a folder in ‘My_Data'.

We will now define a recipient for this alert. Click on the ‘Recipients’ tab.

11
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To create a new recipient, click on ‘Add a recipient’. This will bring up a panel on the right-hand side of the screen.

Directly enter a name and valid e-mail address for the recipient, and click on Validate to add this contact to the
‘Recipients’ list. You can reproduce this action to add several recipients.

lerte

Ajouter un destinataire

Destinataires

Mom du destinataire

Tutorial

Adresse E-mail

suppoﬁ@isdecisions.ccm|

@ U @

Chaisir Valider Annuler

Take note: All previously-defined recipients of scheduled reports or alerts are stored as general parameters by FileAudit,
allowing selection of existing recipients from this list.

The content of the e-mail message can be personalized via the ‘Mail message’ tab. The dynamic variables are enclosed
in square brackets { }. Their definitions are available in the Help file.

© FileAudit (APPSERVERO1)

(© Alert configuration

@ - oelete

Mail message

Subject template

Motification FileAudit - {DisplayAccessType} {DisplayStatus)
Mail template

A {AccessTimel, l'utilisateur {DomainMame}\{UserName} a procédé a une opération de {DisplayAccessType} {DisplayStatus} sur le fichier {FileName} situé sur le serveur {ServerName}

Masque d'accés : {AccessMask}

MNuméro d'enregistrement : {RecNumber}
Processus : {Process}

MNom de fichier court : {ShortFileName}
Source : {Source}

Logon Id : {Logonid}

Type d'objet : {ObjectType}

12
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Once all configuration tabs are defined as required, click ‘Save'. This alert will be directly activated.

When you add an alert, FileAudit checks if the required E-mail settings are defined to send this alert. Until now, we have
not defined the E-mail server settings and from which E-mail box the alert will be sent. That is why this popup is

displayed when you clicked on 'Save'.

FileAudit

You have not defined your E-mail settings. You will be redirected to the E-mail settings configuration section.
Please complete it with the appropriate information.

Clicking on 'OK’ will redirect you to the 'E-mail settings’ section from FileAudit ‘Settings configuration’. Enter your SMTP

server, the port to use and the E-mail sender’s address (requires an existing address).

@ FileAudit (WKS-ADMINO1)

@ Settings configuration

Scan options

Server
Database
Server
My_SMTP_Server
E-mail settings Port
25
Accounts Lo
sender@isdecisions.com
Use SSL encryption
License No l:|
Permissions
Service

Authentication

No authentication -

User name

Password

@Test SMTP settings

Validate the configuration by clicking on the back arrow button which will bring you back to the FileAudit Hub.

The audit and the alert are now set on ‘My_Data’ folder. Let's see now the file access events generated for this folder.

Take note: You can also create an alert directly from the FileAudit Hub clicking on the ‘Alerts’ tile.

13
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2.2.2. Mass access alert.
This type of alert is triggered by certain mass access events performed by the same user. Alerts to bulk file copying are
when a significant number of read accesses are performed during short period of time. Alerts to bulk file deletion or

movements are when a significant number of deletions are performed during a short period of time.

You can create a mass access alert via the ‘Alerts’ tile in the FileAudit hub.

© FileAudit (APPSERVERO1)

© Alerts

Add

0 Trigger alerts on Fil

This alert type proposes the same criteria as those available when defining a 'Single access' alert and described
previously. In addition the frequency criteria determine the number of accesses performed of the same type by the
same user.

2 FileAudit (APPSERVERO1) -ox

(© Alert configuration

Main

Alert name

File copy detection Enabled

Access filters Frequency

Status Granted - Threshold 100 2

Access type Read M Time period 1 2| Minutes -
Domain M Latency period 1 2| Minutes -

User

Source

14
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These frequency criteria are:

15

Threshold: The number of accesses, corresponding to the criteria defined in this tab, beyond which the alert
will be triggered.

Time period: The defined period of time for the number of accesses corresponding to the criteria in this tab.
Latency period: The time period during which the alert will be temporary disabled once triggered. Enter '0" as

value to disable the latency period. Take note that disabling the latency period means that the alert will be
triggered for each event over the threshold.
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3. Display the file access events

The File access viewer' allows you to display, search, schedule and print reports on all access attempts generated for
monitored files/folders configured on FileAudit. Open the ‘File access viewer' using the central tile in the FileAudit Hub.

Enter a file/folder into the ‘Path(s)’ field to display the file access events generated for it. To validate this entry, press
‘Enter’ or click the refresh button. You can also select a path using the drop-down list which displays the path registered

in the ‘Audit configuration view'.

As said previously, if FileAudit is not yet open, you can right-click on the monitored folder in Windows Explorer and
select FileAudit directly from the context menu. This will open FileAudit ‘File access viewer' for this folder.

You can also click on ‘Audit a folder’ or ‘Audit a file’ buttons in the bottom left hand of the screen.

@ FileAudit (APPSERVERO1) -ox

@ File access viewer

Path(s)  |\\fileserver1\My Data N @ @
-~
Server &

File Access type Status Date and Time ~ User Source

= Server: FILESERVER1 (41 accesses)
© Date and Time: Today (24 accesses)

E C:\My_Data\Technical\Project25\Table of content.txt Read Granted 22/07/2015 12:29:22.823 Cameron 10.1.13.12
I‘ C:\My_Data\Accounting\Draft - ideas.txt Write Granted 22/07/2015 12:28:54.523 administrator notepad.exe
E CA\My_Data\Accounting\Draft - ideas.bdt Read Granted 22/07/2015 12:28:49.913 administrator notepad.exe
E C\My_Data\Financial\Meetings\RD-28-03-2012.doc Read Granted 22/07/2015 12:28:43.857 Addison 101.13.11
f C:\My_Data\Financial\Meetings\Questions txt Write Denied 22/07/2015 12:28:32.810 Addison 1011311
E C:\My_Data\Financial\Meetings\Questions.txt Read Granted 22/07/2015 12:28:29.557 Addison 10.1.13.11
E C:\My_Data\Accounting\Price list.xls Read Granted 22/07/2015 12:28:10.053 administrator explorer.exe
E C:\My_Data\Accounting\Invoices\invoice 023003.pdf Read Granted 22/07/2015 12:28:00.950 administrator AcroRd32.exe
E C\My_Data\Financial\template.doc Read Granted 22/07/2015 12:27:15.973 Addison 101.13.11
E CA\My_Data\Developers Read Denied 22/07/2015 12:27:10.293 Addison 10.1.13.11
M C:\My_Data\Accounting\Invoices\Invoice 023014.pdf Delete Granted 22/07/2015 12:27:03.383 Addison 10.1.13.11
E C:\My_Data\Technical\Project25\Specifications\Validation.doc Read Granted 22/07/2015 12:26:38.333 Cameron 10.1.13.12
E C\My_Data\AccountinghInvoices\invoice 023034.pdf Read Granted 22/07/2015 12:26:21.170 Addison 101.13.11
M C\My_Data\Technicah\Devi\Root\Products\UserLock\Pricing.aspx ~ Delete Granted 22/07/2015 12:26:07.533 Administrator 101134

E My_Data\Accounting Read Denied 22/07/2015 12:25:26.417 Cameron 10.1.13.12

Status 41 Events
° Audit a folder Audit a file ° Schedule Real time -[ Query time  (:00:00.328

Display time  0:00:00.000

The events are detected and stored into the database in real-time. If you also want the console to display events in real-
time, enable the ‘Real time’ switch on the bottom right hand and click on ‘Refresh’.

The File Access Viewer data grid offers several grouping and filtering options. To group the view by a specific column,
drag and drop the column name below the Path(s) field.

To access the filter and perform a search action, click on the magnifying glass button. The filter form will pop up on the
right-hand side of screen. Select your criteria and apply the filter.

You can use filters and search options directly from the event grid through the context menu displayed by right-clicking
the column name line. This menu allows personalization of the data grid display (manage column display, sort, etc.) and
is where the 'Filter Editor’, ‘Find Panel’ and ‘Auto Filter Rows’ options can be enabled/disabled.

A quick search feature is available on every column’s name. When you roll over a column’s name with the mouse
pointer, you can see a funnel icon on the top right hand corner of the column’s name row. Click on it to access the
quick search options.

16
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The Print button will allow you to display a printable version of the File access viewer that you can directly print or
export in several file formats.

Take note: The grouping and filtering options from the event grid affect only the data displayed. To perform a search of
the entire events database, use the filters from the magnifying glass button.

Meanwhile, as some users have deleted file/folder, the E-mail alert was also sent in real-time:

(2| O

-
y 4@ % | = FileAudit Granted Delete notification - Message (Plain Text
Ca : 3
\jj e

. ‘ Message E Developer

(7]
Q @ Q | g:::::::d“'. % & safelists - | @ ‘éﬁi ﬁg

Reply Reply Forward ‘ Drelete Block [ Mot Junk ‘ Categorize Mark as i Find ‘ Send to
| r | -

2] Other Actions ~ ‘. Sendel

to All il | Unread || ~ || OneMote |
e R (e e | OneNote |
This message has extra line breaks.
From: FileAudit (CLEANS 1) [administrator @isdedisions. com] Sent: jeu, 13/12/2012 14:21
:f To: IS Dedisions suppart
| Co
Subject: FileAudit Granted Delete notification
—
Fs

At 10/01/2013 14:20:54, the user CLEAN\Wohn has been Granted a Delete operation on the file
C:\My_Data\Document.txt located on the server CLEANSA

Access mask: DELETE

Record number: 4747087

Process: C:\Windows\explorer.exe

e

17
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4. Set an automatic report

You can set a scheduled report to be sent by e-mail in two ways. The first is by clicking on the ‘Scheduled reports’ tile in
the FileAudit Hub and clicking ‘Add a scheduled report’ to create a new report.

Alternatively, this feature can be enabled by personalizing the File Access Viewer in your report and clicking on the
Schedule button. You will be redirected to the Scheduled report configuration section. All previously-defined filter
settings will be imported in the first three tab settings (Main, Monitored paths and Time). We will use this method here.

Open the ‘File access viewer’ and personalize the view using the filter. For example, if you want to set a report for every
deleted file event occurred during the previous day, set the filter with:

= Define the 'From’ field to ‘Event from’ and set yesterday's date and time at 08:00 AM.
= Define the 'To' field to ‘Event to’ and set yesterday's date, and time at 6:00 PM.

= Set the 'Status’ to ‘Grant'.

= Set 'Delete’ as the ‘Access type'.

= Click on ‘Apply".

The 'File access viewer" will refresh the displayed events according to this filter configuration. Click on the ‘Schedule’
button. You will be redirected to the 'Scheduled report configuration’ section. All the previously filter settings you
defined and applied to the ‘File access viewer’ will be imported in the 3 first settings tabs ‘Main’, ‘'Monitored paths’ and
‘Time'. In the ‘Main’ section, enter a name for this report.

© FileAudit (APPSERVEROT) -ox

@ Scheduled report configuration

@ Test @ Save Delete

Main

Scheduled report name

Deleted files Raw data I:l

Access filters

Status Granted -
Access type Delete v
Damain M
User M

Source M

18
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Click on the 'Recipients’ tab to define the E-mail recipients for this report. As we already defined a recipient for an alert,
we can pick up the recipient E-mail address if appropriate. Click on ‘Add a recipient’ and a form will pop up on the right
side of the console.

Click on the ‘Pick up button’, select the recipient in the list and click ‘OK'.

o (WKS-ADMINO1) -ox

@ Scheduled report configuration B

Add a recipient

Recipients

Recipient name

Email address

o Add a recipient FileAudit 2

Tutorial [support@isdecisions.com]

/ Pick up Validate Cancel

oK Cancel

All the information about this recipient is imported into the ‘Add a recipient’ form. Validate the recipient. You can of
course add several recipients for a same report.

The ‘Mail message’ section is already defined with default text. You can personalize it.

19
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The last tab ‘'Schedule’ defines the time trigger for the report task.

9 FileAudit (WKS-ADMINO1) -ox

@ Scheduled report configuration

@m @m Dm

Schedule

Schedule task Start time

Weekly = 08:00:00

Schedule task weekly

Monday
Tuesday
Wednesday
Thursday
Friday
Saturday I
Sunday | [EE]

The FileAudit scheduler interprets the time period you have set for your report to dynamically generate the report on
the same period. We have chosen here the previous day as the monitored time period. The report will always contain
events from the previous day of the execution day. The report will be attached in PDF format in the E-mail.

Some predefined filters are available in the ‘Time' tab to easily adjust the desired period time like ‘Yesterday’, ‘The
current week’, ‘The previous week’, etc...

You can test the report definition clicking on the 'Test' button. A popup will confirm that the test has launched. If all
goes well, you will receive an e-mail with the report attached. This allows you to check that the result corresponds to
your needs and make any changes to the settings if needed.

Click on ‘Save' to validate your first automatic report. You will be redirected to the ‘Scheduled reports’ section. You can
modify all settings about this automatic report from this specific section.

€ FileAudit (WKS-ADMINO1) 4o e

(©) Scheduled reports

1 path(s)

DELETED FILES (YESTERDAY)

Add a scheduled report
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5. Additional settings.

5.1. Exclude users, programs and extensions from the audit.

In the 'Settings configuration’, the ‘Scan options’ section allows to exclude access events generated for specific user
accounts, executables and extensions. This is particularly useful to exclude file accesses generated by backup software,
an antivirus, etc.

@ FileAudit (WKS-ADMINO1) 5 (s

(© Settings configuration

Scan options

Ignore read on executable Audit file attributes changes
Database ve [ No
Excluded accounts Excluded executables Excluded files
E-mail settings Add an account Add an executable Add a pattern
tutorial ntbackup.exe *db
Accounts
DBUser *Thumbs*
License administrator desktop.ini
~$*docx
Permissions
projet???.docx
Service
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5.2. Granularly authorize FileAudit access for specific accounts.

You can set specific accounts for people without administrative rights and define which FileAudit features you wish to
make available to them. To access to this feature, click on the ‘Settings’ Tile in the Tools area and go into the

'Permissions’ section.

© FileAudit (WKS-ADMINO1) - ox
@ Settings configuration B
Add a group
; MYDOMAIN\Hotline
Scan options
Permissions Allow Deny
Users and groups Audit [ |
Database
Configure audit .j
/ S Configure alerts &
el set’tings AR scheduled reports D .j
Add a group Configure settings lj lj
P b

Configure permissions

Accounts Administrators

MYDOMAIN\Department Managers

®

License

oy
i

Validate

Permissions

Service

Then, you can allow the remote connection to the FileAudit auditing service. This avoids giving a direct access to the
system where FileAudit is installed.

@ FileAudit (WKS-ADMINO1)

@ Settings configuration

Scan options

Allow remote connections.

Database =

TCP port
2000
E-mail settings

WARNING!
To make these changes effective please restart the FileAudit service!
Accounts

License

Permissions

Service
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Perform a custom installation of FileAudit on the machine of non-IT auditors by selecting only the console component.
Once done, open FileAudit and remotely connect to the auditing service using the ‘Connect’ button.

© FileAudit (WKS-ADMINOL) _ox
FileAudit E]
Audit Access Tools Connect

Use a FileAudit service
ve
Use a remote FileAudit service

Yes

Remote server name

iAudFtingjeer(eiHustiName |

File
Access

Viewer

Scheduled rey

®

Ceann \I ‘l . E . Validats T
gl ol

P

audited machine(s) | L
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